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BOARD OF PUBLIC UTILITIES DATE:  SEPTEMBER 9, 2019 
 
 ITEM NO:  4 
 
SUBJECT: RIVERSIDE PUBLIC UTILITIES’ SECURITY PROGRAM UPDATE 
 
 
ISSUE: 
 
Receive an update on Riverside Public Utilities’ Security Program which includes policies for cyber security 
and physical security specific to Public Utilities assets and facilities.  
 
 
RECOMMENDATION: 
 
That the Board of Public Utilities receive and file an update on Riverside Public Utilities’ Security Program 
which includes policies for cyber security and physical security specific to Public Utilities assets and 
facilities.  
 
 
BACKGROUND: 
 
The Riverside Public Utilities Security Program (“RPU-SP”) was adopted in October 2018.  It was 
established to formalize and implement the Department’s organization and activities surrounding the 
security of the personnel and assets of Riverside Public Utilities. The RPU-SP is focused on the 
development, approval and maintenance of security policies, standards and guidelines which benefit 
Riverside Public Utilities (“RPU”) by establishing key initiatives and strategic objectives. The program will 
also enable objectives such as data loss prevention, proactive data management, program governance, 
and an improved infrastructure consisting of system and network services.  
 
 
DISCUSSION: 
 
The RPU-SP replaces the policies created and adopted in 2007.  It includes policies, standards, 
procedures and guidelines as well as their associated implementation in the following areas: 

1. Cyber and Information Security and Protection 
2. Physical Security and Protection 
3. Industrial Safety 
4. Business Continuity and Disaster Recovery 
5. Emergency Preparedness 

 
The RPU-SP also includes governance and oversight controls such as: 

1. Leadership and operational structures 
2. Measurement and management of security/safety resources and assets 
3. Asset and resource management oversight and control 
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The RPU-SP consists of a series of activities that support a risk management plan and results in the 
development and maintenance of: 

1. A long-term utility security strategy 
2. An overarching security plan 
3. Security policies, procedures, guidelines and other artifacts 
4. The system architecture and supporting documentation 

 
As part of the RPU-SP, a Security Governance Committee was established to reinforce an ongoing drive 
toward effective security and safety for RPU. This executive level committee is responsible for the oversight 
of RPU’s security strategic planning and high-level activities.  
 
 
FISCAL IMPACT: 
 
There is no fiscal impact related to this item. 
 
 
Prepared and Approved by: Todd M. Corbin, Utilities General Manager 
Approved by:    Al Zelinka, FAICP, City Manager 
Approved as to form: Gary G. Geuss, City Attorney 
 
Certifies as to  
availability of funds:  Brian Seinturier, Utilities Fiscal Manager 
 
 
Attachment:    Presentation 


