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John, we BWP may use Lockheed in the future but will engage at a later date, perhaps if others need
any of the additional vendors listed below we could have the vendors come do a presentation and
Q&A to the CSWG.
What is everyone’s thoughts on that?
All,
As for the KnowBe4. I have included the final agreement that will be going to the board this
Thursday and the breakdown of each organizations commitment to license user seats below. if
everything stays as committed
We will be in 20,001-50,000 price bracket.
Burbank 1300
LADWP 13,500
Glendale 2000
IID 1329
Pasadena 2000
Banning 185?
Riverside 0
Anaheim 0
Total = 20,314
Thanks
Jim

From: John Quan <jquan@scppa.org> 
Sent: Monday, July 15, 2019 2:40 PM
To: Cyber Security Working Group <CyberSecurity@scppa.org>
Subject: Cybersecurity RFP
Good Afternoon,
From our discussion last Thursday, below is the listed vendors that scored highly on the
Cybersecurity RFP. We have agreements with Ardent, Archer, and Dragos. Let me know if you would
like to reach out to the other vendors on the list.

The scoring resulted in the following vendors being most qualified in each of these groups:
A. Cyber Program Services (Categories 1,2,3)

1. Ardent
2. Archer
3. Lockheed
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MASTER PROFESSIONAL SERVICES AGREEMENT

BETWEEN

SOUTHERN CALIFORNIA PUBLIC POWER AUTHORITY

AND

KNOWBE4, INC.



This MASTER PROFESSIONAL SERVICES AGREEMENT (“Agreement”) is dated and effective July ___, 2019 (the “Effective Date”), by and between KnowBe4, Inc., and on behalf of its Affiliates, as hereinafter defined, ("Consultant" or “KnowBe4”), a Delaware Corporation located at 33 N. Garden Ave., Suite 1200 , Clearwater, FL 33755, and Southern California Public Power Authority ("SCPPA" or “Customer”), a joint powers agency created pursuant to the laws of the State of California, with offices at 1160 Nicole Court, Glendora, California 91740. SCPPA and Consultant are also referred individually as (“Party”) and together as (“Parties”).



WHEREAS, SCPPA and its members and NCPA and its members, (“Members”), are engaged in the generation, transmission, and distribution of electrical energy to retail customers; and



WHEREAS, Members have a need for products, services, and various tools to assist with internal training, management, and testing related to security awareness, compliance, risk management and other service offerings provided by Consultant; 



WHEREAS, Consultant is qualified and capable of providing such services;



NOW, THEREFORE, in consideration of the promises herein and for other good and valuable consideration, the parties agree as follows:



Definitions.



“Affiliate” means an entity that directly, or indirectly through one or more entities, controls, is controlled by, or is under common control with, the specified entity.



“Customer” refers to SCPPA, NCPA, or a SCPPA or NCPA Member individually purchasing a subscription to Consultant’s Products via a Quote issued by Consultant or via a Task Order Form. Each SCPPA, NCPA, or a SCPPA or NCPA Member must purchase a separate subscription to the Products and cannot add Users on the behalf of SCPPA, NCPA, or a SCPPA or NCPA Member or other such third parties as each such party is required to enter into a separate Quote or Task Order Form and may be subject to varying prices. 



“Quote” or “Task Order” means a purchasing document or other similar document, such as a statement of work, from Consultant to Customer delivered in connection with a purchase under this Agreement.



“Confidential Information” means all information or material which (i) gives a party some competitive business advantage, gives a party the opportunity of obtaining some competitive business advantage, or the disclosure of which could be detrimental to the interests of a party, including Customer Information  or Customer Responses received by Consultant from Customer; (ii) which is either (a) marked “Confidential,” “Restricted,” or “Proprietary Information” or other similar marking, or (b) known by the parties to be considered confidential and proprietary; and (iii) information in connection with the information systems and operating systems of Customer and any security vulnerabilities or Incident, as defined in Section 17 of this Agreement. The Documentation and Products are deemed the Confidential Information of Consultant.



“Customer Information” shall mean any and all data that describes anything whatsoever about an individual customer of a Participating Member(s), such as address, employment, contact information, usage history, financial transactions and/or credit history, or that affords a clear basis for inferring things done by or to an individual or entity such as a record of a person’s presence in a place, or requests for temporary changes in service.



“Customer Responses” shall be any and all information or opinion collected or gathered from an individual customer of a Participating Member(s), either verbally, in writing, or electronically.



“Documentation” means Consultant’s then current generally available documentation, specifications, user manuals, etc. for the Products and Services, located at https://knowbe4.zendesk.com/hc/en-us or such other URL as Consultant may provide from time to time. 



“Product Support” means any maintenance and support of any Products provided by Consultant.



“Products” means any Software, Services, and/or Web Services that Consultant offers to Customer, including any Documentation.





“Seats” refers to the number of Users granted access to the Products at any given time. Seats in the context of this Agreement will only apply to active Users. 



“Services” means any professional services, including implementation and installation services agreed upon by the parties and set forth in a Task Order or any Product Support purchased pursuant to a Quote or Task Order.



“Software” means the object code version of any software that may be licensed by Consultant to Customer under a Quote or Task Order for installation on Customer’s systems. To the extent Consultant delivers any updates or enhancements to Customer as part of Product Support, such updates and enhancements will be deemed included in the definition of “Software.”



“Users” means any of Customer’s employees, customers or other third Parties the Customer gives access to the Products.



“Web Service” means an application and/or database product hosted by Consultant or its agents and made available for remote access and use by Customer under a Quote or Task Order.



“Privacy Policy”. Consultant’s Privacy Policy can be found at https://www.knowbe4.com/privacy-policy/ or such other URL locations which can be found on KnowB4’s website as Consultant may provide from time to time. 



1. Services to be Provided.

 SCPPA engages the Consultant to offer and provide the Products and Services, as defined herein, and other services as described in the definitions Section and this Section 1 of the Agreement (“Consultant Services”) which shall  be set forth in a separate task order (“Task Order”) or Quote substantially in the form attached hereto as Exhibit A and based on the price terms as provided in this Agreement and the terms of Exhibit B, attached hereto.  A Member who participates in any Task Order shall be referred herein as the "Participating Member".  A Task Order may be made on behalf of SCPPA and/or one or more Members, and in all cases shall be signed by the Consultant and SCPPA; provided the Participating Member shall not be liable for any Task Order related costs unless Participating Member(s), at its election, signs the Task Order or submits a letter to SCPPA confirming its participation and funding commitment in form and content mutually acceptable to SCPPA and Participating Member.  Consultant will perform the Consultant Services within the applicable Task Order at the direction of and on behalf of SCPPA and/or the Participating Member.  There may be one or more Task Orders associated with this Agreement.  A Task Order may be amended only upon written agreement executed by Consultant and SCPPA and the Participating Member(s), as may be elected by Participating Member(s). Alternatively, when a Participating Member has elected to confirm its Task Order participation through a letter, the Participating Member may confirm its consent to an amendment of a Task Order by an updated participation letter.  

(a) [bookmark: _Hlk9334829]Software License. This Section applies only in the event Customer licenses Software from KnowBe4 pursuant to a Quote or Task Order. Subject to Customer’s payment of all relevant fees, KnowBe4 hereby grants to Customer and Customer’s authorized Users, solely for Customer’s internal purposes, and not for resale or publication, a limited, non-exclusive, non-sublicensable, non-transferable, fully-paid, royalty-free license to install, use, execute, display, and access the Software. The initial term of the foregoing license will be as set forth in the applicable Quote or Task Order. Apart from the foregoing limited licenses, Customer is not being granted any right, title, or interest in or to the software Products. All such rights are expressly reserved by KnowBe4.

(b) Web Services Access. This Section applies only in the event Customer orders Web Services from KnowBe4 pursuant to a Quote or Task Order. Subject to Customer’s payment of all relevant fees, Knowbe4 hereby grants to Customer a non-exclusive, non-transferable, right to access and use for its internal business purposes the Web Services. The initial term of the foregoing access right will be as set forth in the applicable Quote or Task Order. Customer shall be solely responsible for connection of Customer’s systems to a telecommunications service that provides Internet access for purposes of Customer’s access and use of the Web Services.



(c) Beta Product. Consultant may offer Beta Services at no charge. Use of the Beta Services are at the election of Customer and are for evaluation purposes only. Beta Services are not considered “Services” and do not come with Product Support. Beta Services may be subject to additional terms. Consultant reserves the right to discontinue the Beta Services at any time. Beta Services will automatically terminate at such time as Consultant makes such Beta Services generally available. Beta Services may be unpredictable and lead to erroneous results. Customer acknowledges and agrees that: (i) Beta Services are experimental and have not been fully tested; (ii) Beta Services may not meet Customer’s requirements; (iii) the use or operation of any Beta Service may not be uninterrupted or error free; (iv) Customer’s use of any Beta Service is for purposes of evaluating and testing the Beta Service and providing feedback to Consultant; (v) Customer shall inform its employees, staff members, and other users regarding the nature of Beta Service; and (vi) Customer will hold all information relating to Beta Services and Customer’s use of Beta Services, including any performance measurements and other data relating to Beta Services, in strict confidence and shall not disclose such information to any unauthorized third parties. Customer shall promptly report any errors, defects, or other deficiencies in any Beta Service to Consultant. NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT, ALL BETA SERVICES ARE PROVIDED “AS-IS” AND “AS-AVAILABLE,” WITHOUT WARRANTIES OF ANY KIND. Customer hereby waives any and all claims, now known or later discovered, that Customer may have against Consultant and its suppliers and licensors arising out of Customer’s use of the Beta Services.

(d) [bookmark: _Ref334001422][bookmark: _Hlk9325259]Acceptance. All sales are final, non-refundable, and non-returnable except with respect to Products that do not meet applicable specifications in the relevant Documentation or that are not identified in the Quote or Task Order. Customer is deemed to have committed to payment in full for the Products and Services once a Quote or Task Order is sent over to Consultant for processing, provided that Consultant completes all of its obligations and delivers all Services and Products as contemplated by the Quote or Task Order.

. 

(e) Customer Users. The Products are provided on a per-seat basis. The concurrent amount of Users cannot exceed the purchased number of Seats by more than 10%. If Customer’s Users exceed the purchased number of Seats by more than 10%, the Customer is obligated to pay for any Seats that surpass the purchased amount. If a User’s account is terminated or removed, that User’s Seat license is no longer considered in use and may be allocated to another User upon approval by Consultant. Notwithstanding the foregoing, KnowBe4’s approval is not required in the instance a User’s account is terminated or removed due to Customer’s termination of that User’s employment, or otherwise for termination of contract with that User. Upon renewal of the applicable Quote or Task Order term, new rates may apply.

(f) Add-ons. In the event that the SCPPA adds more Seats under an existing Quote or Task Order, any additional Seats will be priced at the same volume level/discount that the initial Seats were purchased under the applicable Quote or Task Order, such pricing for any additional Seats will be valid only until the end of the term of the applicable Quote or Task Order. Upon renewal of a Quote or Task Order new rates may apply. For the avoidance of doubt, SCPPA (or SCPPA members) may only add Seats at the same volume/level discount for the SCPPA Member(s) participating in an existing Quote or Task Order. SCPPA Members not participating in an existing Quote or Task Order must purchase Seats under a separate Quote or Task Order which will be priced based on the price matrix of Exhibit A and the number of Seats being purchased by such SCPPA Members. 

(g) Web Services are acquired on a subscription basis. Additional subscriptions may be added at any time during a co-pending subscription term, with the term for such additional subscriptions to be prorated for the portion of then-current subscription term remaining at the time the mid-term subscriptions are added, and any such additional subscriptions will be co-pending and each shall terminate on the same date as the original subscription term.

(h) Feedback. Customer may provide Consultant with suggestions, comments, analysis or other feedback (collectively, “Feedback”) with respect to the Products. Feedback is voluntary. Consultant is not obligated to hold it in confidence. Consultant may use Feedback for any purpose without obligation of any kind. To the extent a license is required under any Customer intellectual property rights to make use of the Feedback, Customer grants Consultant an irrevocable, non-exclusive, perpetual, royalty-free license to use the Feedback in connection with Consultant’s business, including the enhancement of the Products.

(i) Aggregated Data. Consultant may also use Customer Data in an aggregate, de-identified and generic manner for marketing, survey and benchmarking purposes, in the review and development of current and future Products, Product usage and other similar purposes (“Aggregated Data”). Aggregated Data: (i) is used only for internal administrative purposes and general usage statistics; (ii) does not identify Customer or any individual; and (iii) to the extent such Aggregated Data is disclosed, it is only disclosed in a generic or aggregated manner for the purposes of sharing Product usage, statistical or benchmarking purposes. Aggregated Data will not be considered Customer Confidential Information.

(j) [bookmark: _Ref335994056]Restrictions. Customer may not: (i) reverse engineer, disassemble, decompile or otherwise attempt to reveal the trade secrets or know how underlying the Products, except to the extent expressly permitted under applicable law; (ii) use Consultant’s intellectual property and Confidential Information to develop a product that is similar to the Products; (iii) use any Consultant Confidential Information to contest the validity of any Consultant intellectual property; (iv) remove or destroy any copyright notices, other proprietary markings or confidentiality legends placed on or made available through the Products; or (v) use the Products in any manner or for any purpose inconsistent with the terms of this Agreement or the Documentation. Software shall only be used for the licensed number of nodes, networks, or hosts for which Customer has paid the applicable fees.



2. Independent Contractor: Consultant is an independent contractor, is not an employee of SCPPA or any Member and shall not be entitled to any benefits or rights, including, but not limited to, sick leave, vacation leave, holiday pay, worker’s compensation or other insurance benefits. Consultant shall furnish the Consultant Services in its own manner and method except as required by this Agreement.  Consultant shall have no authority, express or implied, to act on behalf of or bind SCPPA or Members in any capacity whatsoever as agents or otherwise.  Consultant may use the services of subcontractors to perform a portion of its obligations under this Agreement with the prior written approval of SCPPA.  Subcontractors shall be provided with a copy of this Agreement and Consultant shall have an affirmative duty to assure that all subcontractors comply with the same and agree to be bound by its terms.  Consultant shall be the responsible party with respect to all actions of its subcontractors.  Consultant is not required to perform the Consultant Services at fixed hourly or daily times, nor at SCPPA or Member premises unless as provided in the Scope of Services.  Consultant’s time spent at SCPPA, Member or project location premises shall be subject to normal business hours, appropriate safety standards and security requirements.  



3. Standard of Care:  The Consultant will perform the Consultant Services under this Agreement with the degree of skill and diligence normally practiced in the same industry by consultants performing the same or similar services. Consultant shall comply with all Federal, State, County, local and other governing laws, rules and regulations applicable to the performance of the Consultant Services including Participating Member(s) business practices or other requirements set forth in a Task Order, including, but not limited to, equal opportunity practices, living wage ordinances, applicable business licenses, taxpayer protection acts (limiting gifts or campaign contributions), and assignment of antitrust causes of action.  



4. Changes/Amendments:  The terms and conditions of this Agreement may not be changed except as to a particular Task Order signed by authorized representatives of the Parties or a Quote issued by KnowBe4 signed by an authorized representative of the Customer.  Any such change can be made in a new Quote or Task Order or an amendment to an existing Task Order, all consistent with the requirements of Section 1 above.  Any change(s) from the terms and conditions of this Agreement shall only apply to the Consultant Services performed under the particular Task Order in which such change(s) were made.  Consultant Services not expressly set forth herein or in a Task Order are excluded.  Consultant shall promptly notify SCPPA and Participating Member(s) if changes to the Scope of Services will affect the schedule, level of effort or payment to Consultant.  If Consultant determines that changes should be made to a Quote or Task Order, Consultant shall notify SCPPA and Participating Member(s) of such proposed changes in writing, including the effects on the schedule, level of effort and compensation for such changes.  



5. Payment:  Customer shall pay Consultant for Products and Services in accordance with the terms and payment schedule contained in the applicable Quote or Task Order.  Each invoice shall include the following:

a. A reference to SCPPA Resolution No. 2019-100  ;

b. Name of the Participating Member(s) and the contact information for Participating Member(s) designated representative(s);

c. Term of the subscription period for such Products and Services and amounts owed. 

Consultant shall provide all invoices to both the Participating Member(s) and to SCPPA.  Invoices delivered to SCPPA should be sent to billinginvoices@scppa.org.  Invoices received by SCPPA on or before the 15th day of a given month and subsequently approved by the Participating Member(s) on or before the 25th day of the same month, will be paid by SCPPA before the end of the following month.  All other properly invoiced amounts shall be paid not more than sixty (60) days after delivery of an invoice, provided that the funds for the payment of such invoices have been transmitted to SCPPA by the Participating Member(s).  SCPPA will use best efforts to pay invoices within a sixty (60) day period.  SCPPA shall inform Consultant of any disputed invoice amounts within thirty (30) days of the invoice date and may withhold any disputed amounts until all parties have reached agreement on the proper invoicing for related services.



6. Taxes:  KnowBe4 will identify on a separate line item on the applicable invoice or Quote the taxes due on any Services supplied by KnowBe4 where KnowBe4 has established taxable nexus for all state and local transaction taxes (including sales, use, excise, withholding or similar functional transaction level taxes), collectively “Transaction Level Taxes”. In the event that KnowBe4 does not include tax on an invoice to Customer, it will serve as notice to the Customer that KnowBe4 does not have taxable nexus for Transactional Level Taxes in the jurisdictions provided for by the Customer, and Customer shall be responsible for calculating and remitting such Transaction Level Taxes. Customer is not responsible for any taxes based on KnowBe4’s employment or income. 



7. Indemnity: Consultant shall defend, indemnify and hold harmless SCPPA, Participating Member(s) and their officers, agents, representatives and employees from and against any and all third party: suits and causes of action, claims, charges, damages, demands, judgments, civil fines and penalties, or losses of any kind or nature whatsoever for death, bodily injury or personal injury to any person, including Consultant’s  employees and agents, or damage or destruction to any property of either Party, or third person in any manner arising by reason of Consultant’s negligent acts, errors, omissions or willful misconduct incident to the performance of this Agreement on the part of the Consultant, or the Consultant’s officers, agents, employees, or subcontractors of any tier, except for the sole active negligence or willful misconduct of SCPPA, Participating Member(s) and their officers, agents, representatives or employees.



8. Intellectual Property Infringement.   Consultant shall defend, indemnify and hold SCPPA and Participating Member(s) free and harmless from and against any loss, cost and expense that SCPPA or any Participating Member(s) incurs because of a third party claim that any intellectual property, deliverables, materials or equipment (hereinafter “Product”) provided pursuant to this Agreement by Consultant infringes on the intellectual property right of others. Consultant’s obligations under this indemnification are expressly conditioned on the following:  (i) SCPPA must promptly notify Consultant of any such claim; (ii) SCPPA must in writing grant Consultant sole control of the defense of any such claim and of all negotiations for its settlement or compromise (if SCPPA chooses to represent its own interests in any such action, SCPPA may do so at its own expense, but such representation must not prejudice Consultant’s right to control the defense of the claim and negotiate its settlement or compromise); (iii) SCPPA and Participating Member(s) must cooperate with Consultant to facilitate the settlement or defense of the claim; (iv) the claim must not arise from modifications to or misuse of the Product by SCPPA, Participating Member(s) or others (provided that the failure or delay of Customer in doing any of the activities in (i)-(iii) above, so shall not relieve Consultant from any obligations to indemnify Customer except to the extent that such delay or failure materially prejudices the defense of such claim). In addition to and without limiting the indemnification obligations of Consultant as provided in this Section, if a claim of infringement under this Section occurs, or if Consultant determines a claim is likely to occur, Consultant will have the right, in its sole discretion, to either (x) procure for Customer the right or license to continue to use the Consultant Services free of the infringement claim, or (y) modify the Consultant Services to make them non-infringing, without loss of material functionality. If neither of these remedies is reasonably available to Consultant, Consultant may, in its sole discretion, immediately terminate this Agreement and related Task Order or Quote and, upon return of the infringing Consultant Services from Customer, refund the unused portion of the fees paid for the Services (i.e. provide prorated reimbursement for the remaining unused term of SCPPA’s subscription). Notwithstanding the foregoing, Consultant will have no obligation with respect to any claim of infringement that is based upon or arises out of (a) modification or alteration of the Products by anyone other than Consultant, (b) use of the Products in excess of the rights granted in this Agreement, or (c) any specifications or other intellectual property provided by Customer (collectively, the “Excluded Claims”). 

a) Customer Indemnity Obligations. Customer will defend and indemnify Consultant and hold it harmless from any and all claims, losses, deficiencies, damages, liabilities, costs, and expenses incurred by Consultant as a result of any claim by a third party arising from (i) Consultant’s authorized use of the Customer Data to the extent permitted under this Agreement, or (ii) the Excluded Claims. The foregoing indemnification obligation of Customer is contingent upon Consultant promptly notifying Customer in writing of such claim (provided the failure or delay in doing so shall not relieve Customer from any obligations to indemnify Consultant except to the extent that such delay or failure materially prejudices the defense of such claim), permitting Customer sole authority to control the defense or settlement of such claim, provided that Customer may not settle any such claim unless it unconditionally releases Consultant of all liability, and providing Customer reasonable assistance (at Customer’s sole expense) in connection therewith.

b) Limitations of Liability. NEITHER PARTY SHALL HAVE ANY LIABILITY TO THE OTHER OR ANY THIRD PARTY FOR ANY LOSS OF PROFITS, SALES, BUSINESS, DATA, OR OTHER INCIDENTAL, CONSEQUENTIAL, OR SPECIAL LOSS OR DAMAGE, INCLUDING EXEMPLARY AND PUNITIVE DAMAGES, OF ANY KIND OR NATURE RESULTING FROM OR ARISING OUT OF THIS AGREEMENT, THE PRODUCTS, AND ANY SERVICES RENDERED HEREUNDER. THE TOTAL LIABILITY OF KNOWBE4 AND ITS VENDORS AND LICENSORS TO CUSTOMER OR ANY THIRD PARTY ARISING OUT OF THIS AGREEMENT, THE PRODUCTS, AND ANY SERVICES RENDERED HEREUNDER FOR ANY AND ALL CLAIMS OR TYPES OF DAMAGES SHALL NOT EXCEED THE LIMITS OF THE APPLICABLE INSURANCE POLICY PLUS THE TOTAL FEES PAID OR PAYABLE HEREUNDER BY CUSTOMER FOR THE PRODUCT OR SERVICE AS TO WHICH THE LIABILITY RELATES; PROVIDED HOWEVER THE LIMITATION OF THIS SECTION SHALL NOT APPLY TO THE INDEMNIFICATION OBLIGATIONS OF THE PARTIES UNDER THIS AGREEMENT.

c) Disclaimers. EXCEPT FOR THE LIMITED WARRANTIES PROVIDED HEREIN THE PRODUCTS ARE PROVIDED “AS IS”. NO ORAL OR WRITTEN INFORMATION, MARKETING OR PROMOTIONAL MATERIALS, OR ADVICE GIVEN BY KNOWBE4 OR KNOWBE4’S AUTHORIZED REPRESENTATIVES SHALL CREATE A WARRANTY OR IN ANY WAY INCREASE THE SCOPE OF THE EXPRESS WARRANTIES PROVIDED HEREIN.



9. Insurance.  Consultant shall at its sole cost and expense procure, provide and maintain, and shall require each subcontractor, as applicable, (regardless of tier) to provide and maintain, in effect during the performance of any Consultant Services under this Agreement insurance coverage with carriers reasonably satisfactory to SCPPA, as follows:

(a) Workers’ Compensation insurance in accordance with statutory limits, as required by the state in which the services are to be performed, including a waiver of subrogation favoring SCPPA, and Employer’s Liability insurance with limits of not less than one million dollars ($1,000,000) each employee for accident, $1,000,000 each employee for disease, and $1,000,000 policy limit for disease.

(b) Commercial General Liability insurance providing coverage for bodily injury, property damage, personal injury, advertising liability, blanket contractual liability, Consultant’s obligations under this Agreement, products and completed operations, and coverage for independent contractors with limits of not less than one million dollars ($1,000,000) for each occurrence, an annual aggregate of two million dollars ($2,000,000), and a products/completed operations aggregate of two million dollars ($2,000,000). Such policy shall cover SCPPA and each Participating Member(s) as an additional insured, include a severability of interest provision, and be primary and not contributory with respect to any insurance carried by SCPPA or Members.



(c)  Commercial Automobile Liability insurance providing coverage for all owned, non-owned, and hired automobiles used by Consultant in the performance of the services with a combined single limit of not less than one million dollars ($1,000,000) for each occurrence of bodily injury and property damage.



(d) Errors & Omissions/Professional Liability insurance, including cover for liability arising from intellectual property infringement, information technology and software development services, with limits of one million dollars ($1,000,000).



The insurance to be provided by Consultant under this Agreement shall not include any of the following: except for Professional Liability Insurance, any claims-made insurance policies; any endorsement limiting coverage available to SCPPA or Participating Member(s) that is otherwise required by this Section 9; and any policy or endorsement language that (i) negates coverage to SCPPA or Participating Member(s) for SCPPA’s or Participating Members’ own negligence; (ii) provides coverage to SCPPA or Participating Member(s) only if Consultant is negligent, or (iii) permits the recovery of defense costs from any additional insured. The insurance provided under this Agreement shall not contain any restrictions or limitations which are inconsistent with SCPPA’s or the Participating Members’ rights under this Agreement.





Consultant shall furnish SCPPA a certificate of insurance evidencing the required coverages upon request.  Consultant shall provide SCPPA a new or renewed certificate of insurance upon any changes or modifications to coverage including any extension or renewal of required insurance coverage, upon request; provided that any changes or modifications to coverage shall be consistent with the requirements of this Agreement.



10. Term and Termination:  

(a) Term. The term of this Agreement shall be three (3) years from the date hereof, unless sooner terminated in accordance with this Section 10, at which time it shall either expire or be extended for one (1) additional term of three (3) years in writing by SCPPA, subject again to earlier termination in accordance with this Section 10; provided, that in no case shall this Agreement expire while Services pursuant to any Task Order remain to be completed.  Any rights or obligations pursuant to Sections 5, 7, 8, 9, 11 and 13 shall survive the expiration or termination of this Agreement. 

(b) [bookmark: _Ref335993936]Either party may terminate the Agreement or a Quote upon a material breach of the Agreement or Quote by the other, if the breaching party does not cure the breach within thirty (30) days after receipt of written notice from the other party specifying the breach. 

(c) In the event of an early termination of the Agreement by Consultant for cause (including nonpayment) or by Customer without cause, Task Order or Quote, Customer shall pay for all Consultant Products and Services ordered via a submitted Task Order or Quote, as applicable, provided that the Consultant Products and Services are delivered (i.e. provided access to for intended use by Customer) timely as contemplated by the Task Order or Quote. In addition, if a Quote or Task Order specifies a term for which Consultant shall provide Services to Customer (e.g., 36 months), and that Quote or Task Order is terminated by Consultant for cause (including nonpayment) or by Customer without cause, then all future, recurring Service fees associated with the remaining Term of such Quote or Task Order shall become immediately due and payable, and shall be paid by Customer to Consultant upon the effective date of such termination.

(d) Upon any termination, Customer’s right to use and access the Products shall immediately cease, provided however, if Consultant terminates the Agreement or a given Task Order or Quote without cause, or if SCPPA terminates the Agreement or a given Task Order or Quote with cause, then Consultant shall refund the unused portion of the fees paid for the Services (i.e. provide prorated reimbursement for the remaining unused term of SCPPA’s subscription) under the Agreement or a given Task Order or Quote.

(e) For up to thirty (30) days after the effective date of termination of this Agreement, KnowBe4 shall, upon request by Customer, provide Customer with a copy of Customer Data contained in the Products in the form and format as such Customer Data exists as of the effective date of such termination.  Thereafter, KnowBe4 shall delete or destroy all Customer Data in its or its agents’ possession, unless KnowBe4 has a legal retention obligation or as otherwise provided in this Agreement. Prior to the expiration or termination, Customer will have the capability to download a copy of its Customer Data in the form and format as such Customer Data exists in the Products.

(f) The exercise of the right to terminate this Agreement and any Quote or Task Order shall be in addition to any other right and remedy provided in this Agreement or existing at law or equity that is not otherwise excluded or limited under this Agreement.

(g) In the event Consultant, in good faith believes or otherwise becomes aware of a User’s violation of this Agreement, then Consultant may specifically request that Customer suspend such User’s access to and use of the Products. In the event Customer is reasonably able to but fails to suspend such non-compliant User, Customer hereby authorizes Consultant to suspend such User. The duration of such suspension shall continue until such time as the applicable User has cured the breach resulting in such suspension. Consultant may also suspend access and use of the Products with respect to any individual User or the Customer account to: (i) to prevent imminent or immediate damages to, or degradation of, the Products or Consultant’s systems and (ii) to comply with any law, regulation, court order, or other governmental request. Any such suspension will be to the minimum extent and of the minimum duration required to prevent or terminate the cause of the suspension.





11. Use and Ownership of Work Products:  



(a) Intellectual Property. This is not a work made-for-hire agreement (as that term is defined in Section 101 of Title 17 of the United States Code). Consultant and its licensors own all right, title, and interest, including intellectual property rights, in the Products and all enhancements, modifications, and updates thereto. Except for express licenses granted in this Agreement, Consultant is not granting or assigning to Customer any right, title, or interest, express or implied, in or to Consultant’s intellectual property. Consultant reserves all rights in such property. 

(b) Customer Data. Customer grants Consultant solely for Consultant’s internal purposes, and not for resale or publication, a limited, non-exclusive, non-sublicensable, non-transferable, royalty-free license to use the data and other information input by Customer into the Products (“Customer Data”): (i) to perform Consultant’s obligations under this Agreement; (ii) in compliance with the Privacy Policy and (iii) as may be required by law. Customer will be responsible for obtaining all rights, permissions, and authorizations to provide the Customer Data to Consultant for use as contemplated under this Agreement. Except for the limited license granted in this Section, nothing contained in this Agreement will be construed as granting Consultant any right, title, or interest in the Customer Data. Customer Data shall be deemed Customer Confidential Information.



	

12. Information Provided by Others: To the extent reasonably available to SCPPA or the Participating Members(s), and not otherwise subject to any confidentiality requirement, SCPPA, the Participating Member(s), or both shall provide to the Consultant in a timely manner any information reasonably needed to perform the Consultant Services hereunder, provided that SCPPA acknowledges that it will be required to share certain information in order for Consultant to be able to provide its Products and Services.  Consultant may rely on the accuracy of information provided by SCPPA and its representatives.  Any Customer Data furnished to Consultant by SCPPA or its Participating Member(s) shall be deemed Confidential Information subject to Section 13 of this Agreement.  The term “Customer Data” shall mean any and all data that describes anything whatsoever about an individual customer of a Participating Member(s), such as address, employment, contact information, usage history, financial transactions and/or credit history, or that affords a clear basis for inferring things done by or to an individual or entity such as a record of a person’s presence in a place, or requests for temporary changes in service. 



1. Confidential Information: 



During the course of this Agreement, each party may disclose to the other certain Confidential Information. Notwithstanding the foregoing, Confidential Information does not include information that: (i) is or becomes publicly available through no breach by the Receiving Party of this Agreement; (ii) was previously known to the Receiving Party prior to the date of disclosure, as evidenced by contemporaneous written records; (iii) was acquired from a third party (other than a customer of Customer contacted by Consultant in the course of performance of this Agreement) without any breach of any obligation of confidentiality; (iv) was independently developed by a party hereto without reference to Confidential Information of the other party; or (v) is required to be disclosed pursuant to a subpoena or other similar order of any court or government agency, provided, however, that the party receiving such subpoena or order shall promptly inform the other party in writing and provide a copy thereof (unless notice is precluded by the applicable process), and shall only disclose that Confidential Information necessary to comply with such subpoena or order. 



Except as expressly provided in this Agreement, the Receiving Party will not use or disclose any Confidential Information of the Disclosing Party without the Disclosing Party’s prior written consent, except disclosure to and subsequent uses by the Receiving Party’s employees or consultants (in the case of SCPPA and its members and NCPA and its members, this includes their employees and consultants) on a need-to-know basis, provided that such employees or consultants comply with the confidentiality obligations under this Section. Subject to the foregoing nondisclosure and non-use obligations, the Receiving Party agrees to use at least the same care and precaution in protecting such Confidential Information as the Receiving Party uses to protect the Receiving Party’s own Confidential Information and trade secrets, and in no event less than reasonable care. Each party acknowledges that due to the unique nature of the other party’s Confidential Information, the Disclosing Party will not have an adequate remedy in money or damages in the event of any unauthorized use or disclosure of its Confidential Information. In addition to any other remedies that may be available in law, in equity or otherwise, the Disclosing Party shall be entitled to seek injunctive relief to prevent such unauthorized use or disclosure.



All documents and other tangible objects containing or representing Confidential Information that have been disclosed by either Party to the other Party, and all summaries, copies, descriptions, excerpts or extracts thereof that are in the possession of the other Party, shall be and remain the property of the Disclosing Party and shall be promptly returned to the Disclosing Party, and the Receiving Party shall use reasonable efforts to promptly delete or destroy all summaries, copies, descriptions, excerpts or extracts thereof in their possession upon the Disclosing Party's written request. The Receiving Party shall have no obligation to delete or destroy copies that: (a) are contained in an archived computer system backup that was made in accordance with such Party’s security, e-mail retention, and/or disaster recovery procedures; or (b) are kept by its legal department for record-keeping, archival, or governance purposes in compliance with such party’s document retention policies. Any such retained Confidential Information shall remain subject to the terms and conditions of this Agreement for so long as it is retained.  Notwithstanding the return or destruction of the Confidential Information, the Receiving Party will continue to be bound by its confidentiality and other obligations hereunder in accordance with the terms of this Agreement. At the Disclosing Party’s option, the Receiving Party will provide written certification of its compliance with this Section. 

In the case of a bona fide request received by SCPPA under the California Public Records Act (“CPRA,”) Cal. Gov't Code § 6250 et seq.) from a third party for access to Consultant’s Confidential Information subject to this Agreement, SCPPA shall promptly notify Consultant of such request and shall follow Consultant's reasonable instructions in responding thereto subject to the understanding that SCPPA cannot delegate the responsibilities imposed on it by the CPRA to Consultant.  In the event access to such Confidential Information is denied and the third party requesting the same initiates litigation to compel access under the CPRA, SCPPA shall promptly advise Consultant of such litigation, and SCPPA shall have no other duty or obligation to Consultant under this Agreement with respect to the denial of access to such Confidential Information or to oppose or defend any such litigation. Consultant, at its own cost and expense, shall indemnify, defend and hold SCPPA free and harmless from such litigation or any claim, suit, cost, expense, judgment or order related thereto or otherwise arising from the denial of access to Consultant’s Confidential Information to said third party.



14. Dispute Resolution:  Consultant and SCPPA shall attempt to resolve conflicts or disputes which arise under this Agreement or which relate in any way to this Agreement or the subject matter of this Agreement in a fair and reasonable manner.  Where Parties are unable to otherwise resolve conflicts or disputes, the Parties agree to attempt to mediate the conflict or dispute by a professional mediator.  



15.  Representatives

Each Parties representative for administration of this Agreement, such as notices, requests, demands and other communications hereunder shall be deemed given only if in writing signed by an authorized representative of the sender and delivered by first class mail, postage prepaid; by electronic mail or facsimile, with a hard copy mailed first class, postage prepaid; or when sent by a courier or service guaranteeing overnight delivery to the receiving party, addressed as follows:



To SCPPA:					To Consultant:	

Southern California Public Power Authority		KnowBe4, Inc.

1160 Nicole Court					33 N Garden Ave Suite 1200

Glendora, CA  91740				Clearwater, FL  33755

Attn: Michael S. Webster							Attn: Legal Department

(626) 793-9364					855-566-9234 ext. 102

mwebster@scppa.org					legal@knowbe4.com



All questions pertaining to this Agreement shall be referred to the above-named person(s), or to the representative's designee.



Except as otherwise provided herein, the representatives set forth herein shall have authority to give all notices required herein.

 

Either party may change its address for the purposes of this Agreement by giving written notice of such change to the other party in the manner provided in this Section.



Notice shall be deemed effective: 1) immediately, upon personal delivery; 2) two calendar days after transmission by electronic mail or facsimile; five calendar days after deposit in first class mail, if mailed within the United States; and ten calendar days after deposit in the mail, if mailed from outside the United States.



16. Representation and Warranties: Consultant makes the following representations and warranties to SCPPA.

i) Consultant has not experienced any reportable security incidents/breaches, or nonreportable security incidents/breaches which would be reasonably expected to be disclosed to any party engaging Consultant for like services as contemplated under this Agreement, not otherwise disclosed in writing to SCPPA as of the Effective Date of this Agreement.



ii) There are no claims threatened or pending, no regulatory actions threatened or pending, or events or circumstances (or noncompliance) are known to Consultant that would give rise to claims, regulatory actions, or other proceedings against Consultant as a result of any security incident or vulnerability.



iii) Consultant owns all rights, licenses and certifications necessary to provide the Consultant Services, and to perform the services as contemplated by this Agreement and such rights, license and certifications permits Consultant to provide such Consultant Services to SCPPA and Participating Member(s) and their use of any end product resulting from the Consultant Services provided by Consultant.



iv) Consultant manages information received from SCPPA and Participating Member(s) consistent with the practices for information handling described in policies and procedures maintained by Consultant, including its privacy policy and other terms posted on its website or otherwise published to users; provided that in the absence of any such policy by Consultant, Consultant shall handle information from SCPPA and Participating Member(s) consist with the recommended industry standard practices for information management in light of the scope of data being handled, in the cybersecurity and data privacy industry. 



v) [bookmark: _Ref334002441]Product Warranties. All Products shall materially conform to their then current Documentation. Any modification to the Documentation shall not materially degrade the value received by the Customer for the Products. Customer’s sole and exclusive remedy for a breach of the foregoing warranty will be for KnowBe4 to provide Product Support to repair or replace the relevant Product within thirty (30) days’ notice of such non-conformity from the Customer. If Consultant is unable to remedy such non-conformity within the thirty (30) day period to cure, the Customer may terminate the relevant Task Order or Quote and KnowBe4 shall subsequently issue a refund for any pre-paid, unearned fees for the Products. KnowBe4 shall not be responsible for any breach of the foregoing warranty resulting from Customer’s abuse or misuse of the Product or failure to use the Products, including failure to use the Product in accordance with its operational requirements set out in the Documentation.

17. Incident Management: In addition to the indemnification obligation of this Agreement, Consultant shall in good faith cooperate and coordinate with SCPPA and the Participating Member(s) in their response and recovery activities in response to an Incident. For purposes of this Agreement the term “Incident” shall mean any unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system or other operating system of SCPPA or Participating Member(s).



18. Miscellaneous:  



(a) Neither Party may assign its rights or delegate its duties under this Agreement either in whole or in part without the prior written consent of the other Party, except if a Party sells all or substantially all of its assets or ownership interests to a third party. Any attempted assignment or delegation without such written consent will be void. Except as provided above, this Agreement shall apply to, inure to the benefit of, and be binding upon the parties hereto and their successors and assigns.



(b) If any provision of this Agreement is rendered invalid or unenforceable under any circumstance, the remainder of this Agreement shall continue to be in full force and effect and the provision declared invalid or unenforceable shall continue to be in full force and effect as to other circumstances in accordance with, the laws of the State of California.



(c) This Agreement is entered into in Los Angeles County in the State of California and shall be governed by, and construed in accordance with, the laws of the State of California.



(d) Counterparts and Electronic Signatures: This Agreement may be executed in one or more counterparts, each of which when executed by each Party shall be deemed to be an original and all of which, when taken together, shall be deemed to be one and the same agreement or document. A signed copy of this Agreement transmitted by facsimile, email or other means of electronic transmission shall be deemed to have the same legal effect as delivery of an original executed copy of this Agreement for all purposes, to the extent and as provided for in any applicable law, including the Federal Electronic Signatures in Global and National Commerce Act and Records Act, and California’s Uniform Electronic Transactions Act.



(e) Force Majeure. Neither party to this Agreement shall be liable for delays or failures in performance under this Agreement (other than the payment obligations or breach of confidentiality requirements) when and to the extent resulting from acts or events beyond the reasonable control of such party and not foreseeable to such party, after having exercised all appropriate due diligence, including acts of war, terrorism, acts of God, earthquake, flood, embargo, riot, sabotage, governmental act  provided that the delayed party: (i) gives the other party prompt notice of such cause; and (ii) uses its reasonable commercial efforts to promptly correct such failure or delay in performance.





[SIGNATURE PAGE FOLLOWS]




IN WITNESS WHEREOF, the Parties have executed this Agreement on the date first written above.



SOUTHERN CALIFORNIA PUBLIC POWER AUTHORITY





By:  						__________________________________

	Michael S. Webster

	Executive Director



Approved as to Legal Form and Content:





__________________________________

Daniel S. Hashimi 

Senior Assistant General Counsel





and;



KNOWBE4, INC.





By:  	__________________________________

Lars Letonoff

Chief Revenue Officer



SCPPA Draft 06.24.2019
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EXHIBIT A



TASK ORDER FORM

TASK ORDER No.: […input number, sequential to prior task orders, if applicable…]

Date: [  ]	

Project Description: [  ]

Participating Member(s) (if applicable): [  ]

Consultant: [  ]

Consultant, SCPPA and the Participating Member(s) (“Participant(s)”) identified above  agree that Consultant shall provide the Services specified herein pursuant to the terms and conditions of the Master Professional Services Agreement (“Agreement”) between SCPPA and Consultant dated [..input Master Professional Services Agreement date…], except as specifically modified herein.  

Scope of Services

[Add Introduction or General Description of Services, if desired]

Task 1:	[  ]

Task 2:	[  ]

Task 3:	[  ]

[Add tasks as needed]

Compensation and Schedule

[Specify fees and schedule]

Representative(s) of Participating Member(s) 

[Identify Names and appropriate Contact information for all Member staff who are authorized representatives for the administration of the Agreement and who should be sent invoices from Consultant]

Amendment(s) to the Agreement

[Specify, or indicate “None.”]



[SIGNATURE PAGE FOLLOWS]


IN WITNESS WHEREOF, the parties have signed this Task Order as of the date first written above. 



SOUTHERN CALIFORNIA PUBLIC POWER AUTHORITY



By:  	__________________________________

	Michael S. Webster

	Executive Director				Approved as to Legal Form and Content:



__________________________________

[Daniel S. Hashimi] Richard J. Morillo

[Senior Assistant] General Counsel

and;



KNOWBE4, INC.





By:  	__________________________________

Lars Letonoff

Chief Revenue Offcer

Participant’s Acknowledgement and Agreement



The undersigned hereby attests that [ . . . he or she . . .] has the requisite authority to bind the Participant to the obligations set forth in the Task Order and Participant agrees to reimburse SCPPA for all fees and expenses invoiced by Consultant and will be responsible for all payment obligations incurred by SCPPA in connection with the work performed at the direction of or on behalf of Participant.  Participant agrees to hold SCPPA and all other SCPPA members harmless for payment for work performed at the direction of, and for the exclusive benefit of Participant.



NAME OF MEMBER (required) 





By:  							__________________________________

[ … PRINTED NAME IN CAPS …]

[General Manager / Utility Director or Designee]



[OR in the Alternative – if the participant has sent SCPPA a letter or entered any other legally binding agreement and commitment to pay for goods and/or services – the Member should delete the Signature block directly above and retain the check box & sentence below as commitment.  The user only needs one of the commitment methods (signature block OR check box).  



Check here if Participant has indicated acknowledgement and agreement to pay for goods and/or services procured under this Task Order by letter from Participant’s General Manager addressed to SCPPA or other legally binding form of commitment (specified below).





								

Name of Agreement (if applicable)						Date







EXHIBIT B
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It is the understanding of the Parties that SCPPA will aggregate the procurement of Services for all interested SCPPA members under an initial Task Order or Quote. All future additional procurement by SCPPA will be based on the terms of the Add-on provisions provided in the body of the Agreement in Section 1(f).



After the initial aggregate Quote or Task Order purchase, additional SCPPA members not participating in the initial Quote or Task Order will be required to purchase on an individual, by organization basis.



The pricing below is valid for a period of three-years for the procurement of Services by SCPPA pursuant to the initial Task Order or Quote as described above. For purposes of all other procurements of Services by SCPPA pursuant to any subsequent Task Order or Quote, the pricing below is valid only for a period of one year from the date of the Agreement, unless provided otherwise in a given Task Order or Quote. . 





SCPPA PRICING MATRIX



		Southern California Public Power Authority Offer Pricing 1 Year 



		Number of Seats

		GOLD w/ PLATINUM UPGRADE Price for One Year of Service per Seat

		DIAMOND Most Popular Price for One Year of Service per Seat



		501-1000

		$8.94

		$13.83



		1001-2000

		$8.10

		$12.83



		2001-3000

		$7.26

		$11.81



		3001-5000

		$6.41

		$10.80



		5001-20000

		$4.89

		$6.75



		20001-50000

		$4.05

		$5.40



		

		

		



		

		

		



		Southern California Public Power Authority Standing Offer Pricing 3 Year 



		Number of Seats

		GOLD w/ PLATINUM UPGRADE Price for 3 Years of Service per Seat

		DIAMOND Most Popular Price for 3 Years of Service per Seat



		501-1000

		$21.46

		$33.19



		1001-2000

		$19.44

		$30.79



		2001-3000

		$17.42

		$28.34



		3001-5000

		$157.3983

		$25.92



		5001-20000

		[bookmark: _GoBack]$115.7538

		$16.20



		20001-50000

		$9.72

		$12.96
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4. Ankura
5. Deloitte
6. EnerNex

B. Cybersecurity Technical Services (Categories 4,5,6,7)
1. Ardent
2. Lockhead
3. Dragos
4. FireEye
5. Ankura

C. Cybersecurity Training Services (Categories 8,9,10,11)
1. Ardent
2. Archer
3. Dragos
4. GridSME
5. Sheffield Scientific

Regards,
John Quan | Utility Analyst
Southern California Public Power Authority
1160 Nicole Court, Glendora, CA 91740
O: (626) 793-9364 Ext. 219 | F: (626) 793-9461| M: (626) 327-2733
E: jquan@scppa.org | W: www.scppa.org

CAUTION: This email originated from outside of the organization. Do not click links
or open attachments unless you recognize the sender and know the content is safe.

mailto:jquan@scppa.org
http://www.scppa.org/

