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Elderly (C.A.R.E)




APS Online Reporting Immediately, or as soon as

Visit: practicably possible to the By written report (SOC 341)
APS Hotline: within 2 working days fax to
https://www.reporttoaps.org 1-800-491-7123 ol SEE ey

Where to Report:




Scams
Targeting
Seniors




Types of Fraud and Scams




Never call back an
unknown number.
Use the information
on Amazon’s
website and not a
number listed in an
unexpected email
or text.

Don’t pay for
anything with a gift
card. Gift cards are

for gifts. If anyone
asks you to pay with
a gift card — or buy
gift cards for
anything other than
a gift, it's a scam.

Don’t give remote
access to someone
who contacts you
unexpectedly.




= hitp //scan-tips.com e

O Windows Frrewall War

¢ (1) System Virus Waming:

Your IP Address:
199231208 116

Your Location:
United States

Have
YOU seen
thesee

What to do:
Call 844-373-0540 immediately (toll-free)

for assistance on how to remove malicious pop-ups and
VIRUSES . This call is prioritized and 100% free

«w - fhbout the threat:

Seeing these pop-up means that you may have
MALWARE /adware on your computer which puts the
security of your personal data at a serious risk. We strongly
advise you call 844-373-0540 (toll-free) Immediately and
get your COMPUTER FIXED  before you continue using
the internet, especially for watching movies and shows.

A Your Computer May Have A VIRUS"!

Date:
Wednesday, Marcr
2015

Possible network damages fro
threats: UNKNOW

Data exposed to

1. Your CREDIT CARD  det:
banking information

2. Your e-mail passwords an
ACCOUNT passwords

3. Your Facebook, Skype, Al
other chat logs

4. Your private photos, famil
and other sensitive files

This Photo by Unknown Authorislice




How to avoid a tech support scam




Social
Security

Government

Impersonators Medicare




Tactics used by Government
Impersonators scammers

e Scammers will be e Scammers will
threafing to the contact victim by
victim, say the that phone (call or
the victim owes taxes, texts),social media
IS No linked to some platforms, APPS, mail

e Scammers will request
victims provide
personal information
(social security
number, DOB,

type of criminal and/or email.

activity. Or the

scammers will be

“helpful” and offer

the victim a benefit

they are “entitled”

to.

banking information,
etc.) and usual
methods of payment
(Bitcoin, gift cards).




Where to report Government Imposter scams

* RS 800-829-1040

* The Department of Treasury’s TIGTA (Treasury Inspector General for Tax
Administration) Unit:
hitp://www.ireasury.gov/tigta/contact_report_scam.shiml

* 01g.58Aa.gov

* 1-800-MEDICARE




IRS
Does not want gift cards

»|f anyone tells you to buy gitt cards to pay
the IRS, quality for grants get loan or ball
out a family memtber:

»Say NO! They are trying to scam you!



The FBI

ry . " g, 5} f fa. e ; -: =
IF YOU ANSWER “YES” TO ANY OF THE
FOLLOWING QUESTIONS, YOU MAY BE GETTING ¥

SCAMMED!

Are you about to cash a check from an item you sold on Q

(W
‘e the Internet, such as a car, boat, jewelry, etc? .«

%+ Is it the result of communicating with someone by email? :&
o

++ Did it arrive via an overnight delivery service? (Y

from the person buying your item or product?

% |s it from a business or individual account that is different @

% Is the amount for more than the item’s selling price? Sy,
1

1)

% Are you sending money overseas?
% Did you win an international lottery you didn’t enter?

< Have you been asked to pay money to receive an &‘
inheritance from another country?

<+ Are you receiving a commission for accepting money
transfers through your bank and/or PayPal account?

@ To report an online crime, go to: @ l
- www.IC3.gov :
: DON'T BE A VICTIM OF IDENTITY THEFT!




Social Security Imposter Scam




ID Theft

Someone gets your personal
information, uses it to obtain credit
cards, insurance claims, employment,
citizenship, Social Security, etc.

By stealing your wallets or purses
containing ID and credit cards

Stealing your mail (bank statements,
credit offers, new checks and tax
info) and completing change of
address from to divert your mail

Dumpster diving

On-line scams to obtain all your
information




Decrease Your
Risk:

» Shred sensitive papers
before
discarding...catalogs,
prescription bottles, etc.

» Guard your Social
Security number! Don't
carry it with you

» Carry only the credit
cards you need today

» Change passwords
frequently




If you are @
Victim

Contact your bank and any e
other companies where you
know the fraud occurred and
removed bogus charges from
your accounts

LR O B I

Place a fraud alert and get
your credit reports and
consider freezing your credit

Report ID Theft to local law
enforcement and FTC

Close the fraudulent accounts




» Check your credit reports at
least once a year.

» One free report per year

»Call:1-877-322-8228

»Or log onto
www.annudalcreditreport.com



http://www.annualcreditreport.com/

Family Member
IN Distress Scam

“Grandpa/Grandma it's me'

Caller pretends to be family
member in distress

Begs for money to be
wired/Green Dot
cards/iTunes cards
immediately and insists that
you not contact his/her
parents so he/won't get into
trouble

HANG UP and report it!




Sweepstakes Scams

You receive notice either by mail, e-
mail, phone call or text letting you know
you won!

You are to send money to pay the
taxes, attorney fees, storage fees, etc.

Sometimes you even get a check and
are told to deposit the check and send
back these fees immediately.

But the check turns out to be fraudulent

Then bank will hold your responsible.

PUBLISHERS
CLEARING HOUSE

|| March 5, 2009

Dear I

The team at PCH is pleased to officially announce your name
as the Second place winner of the 7 Million Dollars ($7,000,600)
Grand Prize Draw, sponsored by Reader’s Digest Magazine.

The total amount to be claimed for second place is One Million U.S.
dollars ($1,000,000). Congratulations!

The Publishers Clearing House will make all necessary arrangements
in order for you to receive your prize. Enclosed in this letter is a
certified check to cover any outstanding fees that has not been
paid by PCH directly.

Please contact your representative without any delay BEFORE
depositing this check and for further information on this prize.

Representative: Mrs. Sharon Mills - 1-(888)-317-4154 Ext #1
Security Code: Q0092XQQ

It is obligated by U.S. Federal law that your Security code and Prize

information are kept highly confidential for safety and security
reasons. The Internal Revenue agent handling your file is Mr. Henry

Cohen.

Congratplations

Christophef Porier
Chief Financial Officer

2NN SN
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Romance Scams

$

R 1Y “Jerry” lies and

vachorStock

Lucy receives a begins a
message from B L requests money
Jerry relationship with fqr.hospl’rol bills,
airline ficket, etc.

Lucy.



Online Romance Imposter Scam




How a Fake Check Overpayment Scam Works
@b You’re selling an item for $200

A buyer sends you a check for $500

You deposit the check, return the
difference of $300, and ship your item

A few weeks later...

The bank tells you the check was fake and
takes $500 out of your account.

You’ve lost $300 in cash — plus the item you were selling.




Do not Share

Your debit or credit card number
Any security or verification code
you receive via text or email

Your account or routing number

Your complete Social Security
Number

Your account password

Your PIN

Never share your screen

Never share your OTP (One Time
Password) code

Do not share codewords

Do not answer any security

guestions

Do not click links in emails or texts




@8
10 Things You Can Do To AVOID FRAUD




FliEs
10 Things You Can Do To AVOID FRAUD




contacting or paying the lender.

Mortgage scams




REMEMBER....

Anyone can be a criminal
(family, friend, stranger,

young or old, efc.)and the

only way we can stop them is to:




QUESTIONS?




Thank you!

RIVERSIDE COUNTY DEPARTMENT OF PUBLIC SERVICES DIVISION - C.A.R.E. PROGRAM

SHIRLEY DE SANTIAGO: 951-476-4291, SHDESANT@RIVCO.ORG



